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ABSTRACT

Nowadays, the digital world is witnessing the birth of a revolutionary
computing paradigm that promises to have a profound effect on the way users
interact with computers, devices, physical spaces, and other users. Pervasive or
ubiquitous computing is a new technology introduced to computer science and digital
world and has been investigated since 1993. Since the beginning of the new
millennium, this concept has been actualized more than in the past and became more
realistic than a dream. Making the computer disappear from the eyes of the people, in
a way that people cannot feel the presence of computers is the other aim of pervasive
computing. In a broad sense, pervasive computing includes four major areas: mobile
computing, wireless networks, embedded computing and context-aware sensor
networks. Furthermore, the presence of service discovery in pervasive environments
Is an unavoidable principle considering the fact that the number of available services
is increasing on the fly in such environments. Meanwhile, providing security for
processes in pervasive computing environments to maintain communicating
information securely and reliable is a demanding task. This study aims to analyze
security requirements raised in service discovery in pervasive computing
environments and proposes a secure framework to enable service discovery to adapt
with security issues, in particular authentication, in pervasive computing
environments in order to obtain secure pervasive computing envisions. Moreover, in
order to demonstrate the proposed framework design, the prototype applying a case

study is illustrated.
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ABSTRAK

Kini dunia digital sedang menyaksikan kelahiran satu revolusi paradigm
perkomputeran yang menjanjikan perubahan besar ke atas cara pengguna berinteraksi
dengan komputer, peralatan, ruang fizikal, dan pengguna lain. Perkomputeran
merata atau sentiasa ada merupakan teknologi baru yang diperkenalkan kepada sains
komputer dan dunia digital dan ia dikaji sejak tahun 1993. Semenjak bermulanya
millennium baru, konsep ini lebih direalisasikan berbanding dahulu dan menjadi
lebih nyata, bukan hanya impian. Mewujudkan keadaan di mana manusia tidak lagi
meyedari kehadiran komputer adalah matlamat perkomputeran merata. Secara
amnya, perkomputeran merata merangkumi empat perkara utama: perkomputeran
mudah alih, jaringan tanpa wayar, perkomputeran terbenam dan jaringan sensor
sedar konteks. Selanjutnya, kewujudan penemuan perkhidmatan dalam persekitaran
yang merata ialah prinsip yang tidak dapat dielakkan memandangkan pertambahan
bilangan perkhidmatan pada kadar yang cepat dalam persekitaran tersebut.
Sementara itu, penyediaan sekuriti perkomputeran bagi proses di dalam persekitaran
perkomputeran merata agar penyampaian maklumat selamat merupakan tugas yang
berat. Kajian ini menganalisis keperluan keselamatan yang wujud bagi perkhidmatan
penemuan dalam persekitaran pengkomputeran merata dan mencadangkan satu
rangka kerja keselamatan agar perkhidmatan penemuan dapat disesuaikan dengan
isu-isu keselamatan, khususnya pengesahan dalam persekitaran perkomputeran
merata bagi membolehkan perkomputeran merata yang selamat. Tambahan dari itu,
reka bentuk cadangan rangka kerja telah digubal, satu prototaip menggunakan kes

kajian dipaparkan.
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CHAPTER 1

INTRODUCTION

Regards to the advances in technology, pervasive computing has become a
hot and animate field of computer science. Pervasive computing, also called
ubiquitous computing, emphasizes particularly on the amalgamation of computing
capability and human’s living conditions [55]. Furthermore, the paradigm of
pervasive computing represents ubiquitous computing environments which make
available anytime and anywhere access to information services while making the
presence of the system invisible to the user. Pervasive computing envisioned by
Mark Weiser emerged at the conjunction of research and development in a number of
areas which include embedded devices and systems, wireless communications, and

distributed, mobile and context-aware computing [9].

In this chapter an introduction to research is provided. Initially, the
background of the problem is presented. Following this, problem statement
described. After that, project objective, aim and scope mentioned respectively.

Finally, significant of the study is stated.

1.1. Background of the Problem

Recently, digital world move toward pervasive computing environments
where great number of networked computing devices which range from tiny sensors
to extremely dynamic and powerful devices are integrated with people and their

ambient environments. For instance, a room may be saturated with numerous number



of devices which may provide people with information without needing their active
attention. Further, a user in next room can reach and communicate with devices in
that room as same as user in other side of the world who connected to Internet.
Therefore, to achieve such sophistication in these environments, service discovery
can be essential that enables devices and services to properly discover, configure,

and then communicate with each other.

As it is quoted in [28], service discovery in pervasive computing
environments facilitates users to access network services by automating tedious
manual configurations, otherwise user should waste their precious time to finding
services and manually configuring devices and programs. Kindberg T. and Fox A.
mentioned that “Perhaps the most distinguishing characteristics of service discovery
in pervasive computing environments are the integrations of computing devices with
people and their ambient environments. Extremely dynamic environments and
computing resources, mobility, and a wide range of heterogeneous devices,

protocols, and platforms are also crucial issues and should be addressed” [49].

Several researches on these hot issues have been conducted in both industry
and academia and as a result, many products and standards have emerged. However,
privacy and security issues have been neglected and challenged when services may
be used or discovered. Subsequently, a motivated scenario mentioned in[20] which
can be helpful to understand and address this problem.

The scenario is about a physician, Bob; wants to discover different services
at different locations. In his house, there are various wired and wireless computing
devices that he shares with his family members. As usual, he puts his cell phone,
PDA, and MP3 player in his handbag and a Bluetooth earphone in his pocket, and
then travels to his office. On the way to his office, he may wear his Bluetooth
earphone and use it to discover his Bluetooth, MP3 player, and listen to songs.
Nonetheless, he does not want others to know what is in his bag. In his office, he
uses his computer, cell phone, and MP3 player. When he goes to Alice's office,
through the office's wireless LAN, they look at a document on the office file server

simultaneously with their respective laptops. The devices within his pocket, however,



should not be able to discover and use Alice's personal services on the devices in her
purse, and vice versa. This process cannot be completed unless Alice provides a user
name and a password for him to access later. Bob also volunteers to help patients at
public places such as at a train station in case of emergencies. If a medical
emergency happens and Bob is in the vicinity, he is notified of the patient's position.
To find it, Bob may follow the directions on a map shown on his PDA and moves
towards the patient. At the place, Bob reads the medical information from a medical
device that the patient wears. When Bob is in an airport and he has an hour before his
flight leaves, he turns on his PDA and finds that there is an available wireless LAN.
After Bob makes the connection, he receives an email that includes an attached
document. Then, he uses his PDA to search for a nearby printer to print the document
so he can read it during his flight. Moreover, when he goes away, he wants to check

his office using intelligent CCTVs which are connected together via sensor networks.

It can be deduced with respect of above scenario, following information is

sensitive and should be protected during service discovery:

«» At the service owners' side, service information, owners' identities, and
presence information.
K/

s At the users' side, identities used for authentication, user's presence

information, and service query information.

In pervasive computing environments, achieving these two goals is
challenging in consideration that there are some reasons included: First, in a place
coexisting services may belong to different owners. For instance, in Bob's work
place, services belong to Bob, Alice, or the office. Second, the available domains and
services change dramatically with respect to user and service mobility. For example,
different services are available in Bob's house and on his way to the office. Bob
carries his mobile devices, and the services on them move with Bob. Third, in view
of the fact that users can act in many different roles, they can use different identities
for different administrative domains. Considering above scenario, Bob uses one user

name to access his office PC and another user name for his PDA. Fourth, sensitive



information should be discovered, accessed, and exposed only when it is necessary,

such as a medicate device that one wears in mentioned situation on that scenario.

In conclusion, in order to provide secure service discovery framework for
authorized users, considering pervasive computing environments for adapting them

with security solutions is become an important issue.

1.2. Statement of the Problem

As it quoted in [28], in traditional secure network service accesses, a user
explicitly specifies a service’s network address and supplies a credential (a user
name and password pair or a certificate) to authenticate with a service provider. The
user has a priori knowledge of the service, the service provider, the credential, and
the relation among them. Nevertheless, within pervasive computing environments,
network services become ubiquitous and embedded within users’ personal
belongings, homes, and offices. In addition, every person may become both, a
service provider and a user and the number of services and service providers which a

user interacts with them increased dramatically.

As a consequence, two new challenges emerge. First, since the increasing
number of services, manual efforts to configure devices for potential
communications and maintain availability of services become overwhelming.
Second, memorizing the relation between services, service providers, and credentials

becomes burdensome in consideration of the number of service providers increases.

Therefore, for purpose of service access and sharing in pervasive computing,
service discovery as an essential element has been widely accepted. Most existing
service discovery protocols provide well-designed solutions to meet the first
challenge [51]. However, designing a service discovery protocol which support
protection to sensitive information for both users and service providers is

challenging[28]. As it mentioned before, the challenges can be viewed different since



there two different points of views. From users’ point of view, authentication and
exposing service requests is prudent to only necessary service providers, yet, the
necessary service providers can be identified if users recognize the current existing
services and service providers and their relations. In an ideal world, if service
providers expose their existence and service information first, users can choose only

necessary service providers to contact.

On the other hand, from the service providers’ point of view, when a request
is from an illegitimate user or the requested service is not offered, it is not sensible to
response .The act of hiding by not replying, saves computation power and energy as
well as protects the presence information of a service provider. Ideally, a service
provider can easily make an accurate decision if users expose their credentials and
service requests firstly. Consequently, both users and service providers prefer that the
other party exposes information firstly. The conflict between a service provider and a

user becomes the chicken-and-egg problem.

In fact, the general research question this research plans to response can be
declared as follows:

How to propose a secure framework enabling service discovery to adapt with
security issues, in particular authentication, in pervasive computing environments in

order to obtain secure pervasive computing envisions?

Moreover, with the intention of being able to answer this question, a set of

research questions that deal with the problem in detail are defined, as follows:

i. RQ1: What does pervasive computing concept mean and why pervasive
environments and traditional environments should be distinguished?
v' What are the features and characteristics of pervasive
computing environments?
ii. RQ2: What is the role of the service discovery in ubiquitous computing

environments?



v" What is the service discovery concept itself?

v' How can it help to facilitate users to make benefits
services which pervasive environments offer them?

RQ3: What security solutions can be feasible and helpful to employ in
pervasive environments taking into consideration their features?

v How to infer suitable authentication mechanisms as a
security baseline with respect to pervasive computing
concept?

RQ4: How to apply security concepts which affect on service
discovery process to protect sensitive data and information?

v How to assure authentication provide reasonable
security defense to wuser and service provider
information against unauthorized exposure and

disclosure?

1.3. Project Aim

The aim of this project is to develop a framework for secure service discovery

in pervasive computing environments using state-of-the-art technologies which has

been proposed in ubiquitous computing.

1.4. Objectives of the Study

The research objectives are mentioned based on the problem statement, as

follows:

To investigate the current security problems and breaks in service

discovery in pervasive computing environments



ii. To study and analyze of current solutions and models regarding the
problems

iii. To design a secure framework with respect to authentication in order to
support service discovery in pervasive computing

iv. To develop a prototype based on the design

V. To validate the prototype applying one case study

1.5. Scope of the Study

Obviously, pervasive computing is a broad and wide area in computer
science. So far, different knowledge and experience apply together to make pervasive
environments such as mobile ad hoc network, wireless sensor networks and the like.
In addition, as it stated previously, service discovery is an essential part of pervasive
environments regarding dramatic increasing number of services and heterogeneous
devices offered to users to make pervasive computing envisions real. It can be seen
in accordance with subject of study, three research directions were inspired consist of
pervasive computing environment, service discovery and security concepts, as

following:

¢+ This study tries to design and develop a secure framework in service
discovery in pervasive environments but does not go to the concept of
technologies like mobile Ad hoc and wireless sensor networks.
Indeed, this research concentrates on a basic pervasive computing
which may have wireless network, mobile devices and PCs.
Therefore, implementation on the enterprise and perfect pervasive
environment is beyond the scope of this project and the
implementation is limited to prototype.

¢+ Furthermore, according to second study direction, the goal of research
is emphasized on using secure service discovery in ubiquitous spaces

and not on service discovery itself.



< After that, with respect to third direction of the study, security
concepts are too wide and implementing all these security
requirements in such pervasive environments is impossible, even there
are lots of unsolved challenges in pervasive computing due to security
issues. Therefore, it is decided to choose and focus on authentication

as first basic level security model.

Consequently, the intent of this study is to propose and develop a secure
framework for service discovery in pervasive computing environments in terms of

the state-of-the-art technologies in ubiquitous computing environments.

1.6. Significance of the Study

Currently, the environments change and taking into consideration this fact,
directly applying existing solutions and mechanisms have not been had any useful
points and efficiency yet. Likewise, as it mentioned in [32], using current security

solutions may fail with respect to changing environments.

Besides, the shift to the pervasive computing paradigm brings new challenges
regarding to security and privacy that cannot be addressed by mere adaptation of
existing security and privacy mechanisms [5].

Furthermore, envision that within pervasive environments, dozens to
hundreds of devices and services may surround a user. Over the time, he or she may
utilize thousands of services at different places; meanwhile, the user may be the
owner of some services. When discovering services in such environments, much

information is sensitive and should be exposed with prudence [20].

Regarding this issue, service discovery is extensively accepted as an essential

element in pervasive computing environments. Much research on service discovery



has been conducted, but privacy and security have been ignored and may be
sacrificed [20]. While it is vital that legitimate users should be able to discover
services, it is also necessary that services be hidden from illegitimate users. In view
of the fact that service information, service provider’s information, service requests,
user presence information, and user’s identities may be sensitive, it is needed to

maintain them private during service discovery processes.

As a result, the complexity related to this issue, in general, comes from the

following considerations:

¢+ First, the nature of pervasive computing environments itself
which makes different such environments in comparison
traditional ones completely.

% Second, the number of available services and devices
encompassed users in ubiquitous environments is increasing
on the fly.

¢ Third, security challenges which pervasive computing dealing
with them are protecting sensitive information against

exposure and leakage to unauthorized users.
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